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Introduction — Digital Transformation, Cybersecurity
- and Infrastructure Sensing

* Industry 4.0 = Analog to digital

* More: Power, Reliability,
Expectations, Independence,
Choice, Complication

« Large Spinning Machines become
Solid State Devices, Distributed
Controls, Devices, Data and
Communications

* Cybersecurity & Infrastructure
Sensing

~ Both a need and a risk AN /éﬁfﬁék%%afrofdable g :
el W *f"ﬁake itreliable &¥esilient
MaRe it secure %“ :

= AT —=
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Trends in Digital Energy Ecosystem: Sensing and
Cybersecurity

Changes in Digital Energy

Growth of stakeholders
Growth of endpoints
Aggregation of data
Digitization of monitoring
Digitization of control
Distribution of control
Smarter communications

Infrastructure

Device
Security

Data
Security

Impact to cybersecurity

Increase in attack surface

Increase in attack surface, vulnerabillities

Increase in potential physical risk & impact

Explosion of data to process and store

Need for resilience of critical functionality

Management of roles and privileges

Increase in attack surface

Sensing for
Security
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Trends: Interconnected Interdependent Cloud
- Everywhere
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Increase in Capacity and Devices = Increase in sensing
and measurement = increase in attack surface
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Sensors and the Electric Grid: Data is Queen... and there
- IS a lot of It avallable : =

I
’H Integration Capacity Analysis (ICA) Map *'%’5‘1&-
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- ] 1 —j«d—ﬂ
Map & Legend | Enter an Address or Coordinate ] ‘u
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-
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Jlll Cybersecurity and Sensing: Introduction

 Electric Grid sensors & loT
— Internet of Things (IoT) sensors are smart devices that collect and transmit data in
real time. They are used in many fields, including automotive, healthcare, and energy.
+ Sensor cybersecurity
— Early detection: Monitoring sensor behavior can help detect human error and sensor
failures early. This can save money and ensure process consistency.
* Network sensors

— A key tool in cybersecurity, network sensors monitor network traffic and detect
threats. They can be physical devices or virtual images, and can monitor both physical
and virtual environments. Network sensors can identify applications, monitor response
times, and aggregate logs. They can also help with traffic analysis.

Infrastructure Data Security Sensmg for
Security

Device Security
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Il Sensing Matters: Example Incidents and Events

« Security of 10T devices: 0T SENSOrS  camscoor o Spciteprs ot ot Veon 1
are vulnerable to cyberattacks, and

sensor Cyb ersecuri ty IS essential to Simple “FroétyG/or(‘)p" nia]wéré ‘respon/si’bi/e /for turmng
off Ukrainians’ heat in January attack
prevent them.

The attack is the latest in a string targeting Ukrainian critical infrastructure and illustrates the
growing ease of targeting industrial systems. "“ > A.r ERCN
® ProceSS Sensing and Cyber: inCidentS BY CHRISTIAN VASQUEZ » JULY 232024 Figure1.1:MapofﬂleAﬁectedAreaandBIueCut.Firel.ocaﬁon

By the end of the day, the SCE transmission system experienced thirteen 500 kV line faults and the LADWP system
experienced two 287 kV faults as a result of the fire. Four of these fault events resulted in the loss of a significant

— 10T sensors failed to turn on a |
ventilation system, leading to the
deaths of nearly 30,000 chickens

Chickens Baked Alive Due to Computer Glitch

— Blue Cut Fire & Inverter Sensing
leading to 1200MW outage

- FROSTY GOOP - Malware
side of the building closed for a scheduled rest period. A fault in the system that

Impacting temperature sensing for S
d i St ri Ct h e ati n g opening, turning the shed into a sealed unit.

IDAHO NATIONAL LABORATORY

Around 50,000 chickens were inside the shed on May 26 2020 when inlets on the




-Risk for the Grid

Changing Resource Mix

NERC Reliability - Risk

RISC Approved:
Board Approved:

vbersecurity are the highest Ranked Risks

Cybersecurity Vulnerabilities

Resource Adequacy and Performance

Critical Infrastructure Interdependencies

Risk Ranking

Highest L
E——
Resource Adequacy and Perfo
Critical Infrastructure Interdependencies
Loss of Situational Awareness
Extreme Natural Events
Security Vulnerabilities
ower System Planning
and Protection Systems Comple
Workforce
Lowest -

Low ™ Moderate High
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- Data Security for infrastructure

* The volume of electric grid infrastructure visible, and
available has increased significantly

* |In some cases, geographically tied synthetic data, is
releasing equivalently impactful data as open
Infrastructure maps

« Synthetic data is also creating false studies and
allocation of resources to defending or not defending  #
the decisions made in regulation and protection A

* There are pro's and cons to data releases — Iy
remediation of cyber and physical data issues, may
limit remediation of climate and weather issues
through investment in upgrades N

© o
§ £ o
S, P
R A
{
/ >
/ ’- dddddddd
L\‘ COUNCIL WARDS / DISTRITO DEL CONSEJO |
JVE 1DE ‘WORK ORDER NUMBER / NUMERO DE TRABAJO 2420403
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I Data Security Trends: Synthesized vs. Real

* When data is limited: Grid Models & Simulation of Risk
and Conseguence use synthetic and overly simplified
representations

« Accuracy: Rapidly changing grid, very little realistically
we can predict with a synthetic data source

* Too Perfect: Synthetic dataset are often clean when
used in development of algorithms for machine
learning, which cannot solve for "dirty" or real dataset

- Real World Data: Public distribution grid data and other
open-source and commercial data may not be in a
standard format, and may present other visibility risks
but is far more reliable in assessing risk, making
predictions, and informing mitigation strategies
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I Data Security and Device Dependencies: Customer
owned resources and data as operational assets
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Jll Interdependencies — Data, Resources, Sensors and
modernization

Interconnected Challenges

Contributes to

Greenhouse
Gas
Emissions

Growth of

Renewables

Take advantage of
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Jl \ncoming: Massive Load Increases driven by data +
Al
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17GW (2022) to 35GW by 2030
Entire state of Virginia = 20GW
Scotland = 6 GW

Nearly 6 Scotlands, or 1.7 Virginias

Modernization needs
JA\|

Grid needs
modernization to
support new load

characteristics

Al needs data center

Data center needs grid
to serve big load
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Bringing it together — a use case — Blackstart in
e Industry now

Assess damage — field
crew and data

Define plan, assign roles
Incident response

Reconnect big lines,
generators

Major load blocks to
stabilize

Restore load in each
island

Resynchronize pockets
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Bringing it together — a use case — Blackstart in Industry 4.0 — High
- Data Dependency and Infrastructure Resilience

New Dependencies

batteries are charged

Assessing Substations for to last 3+ days

Damage
Cyber Assessment and Need data center for
Root Cause processing & damage

remediation tools

Comms with throughput
capability must come up
first

Additional yard for power
electronics + technicians

Determine hyperscale
load locational priority

Determine distributed crank
paths & load pockets

vV VvV v

Determine physical
equipment needs

Dispatch Cyber + Physical

> Cyber Mutual Assistance
Teams

Resynch grid

> Resynch cloud and data
remediation
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Jll Sensing for Security: OT Monitoring & INSM (3)

« OT Security Monitoring is continuously collecting data and analyzing the security

of operational technology systems to detect and respond to cyber threats in real-
time.

« OT systems are designed to manage physical processes, and their security is
critical to maintaining operational continuity and safety.

« Key Components of OT Security Monitoring:

— Real-Time OT Cyberattack Detection: Identifying threats as they occur to
prevent disruption.

— Cyber Resilience in OT: Ensuring systems can quickly recover from attacks.
According to a survey by SANS, 67% of OT organizations believe that a cyber
attack on their OT systems is likely in the next 24 months

— Cyberattack Prevention for OT. Implementing measures to thwart attacks
before they cause damage.

— OT Cyberattack Response: Developing strategies to respond effectively to

detected threats
IDAHO NATIONAL LABORATORY



https://www.sans.org/white-papers/ics-ot-cybersecurity-survey-2023s-challenges-tomorrows-defenses/

Il \NERC CIP 015-1 — INSM requirements incoming

« The NERC Internal Network Security Monitoring (INSM) is an
emerging requirement in the Ciritical Infrastructure Protection (CIP)
Reliability Standards.

* INSM will

IT SECURITY

lc@:

Enterprise

o o ¢ SIEM / JUMP SERVER, \
— Detect malicious activity AL AT DMz
« INSM monitors communications within a trusted zone, e
. . . Operations
called an electronic security perimeter (ESP), to detect Systems =]
malicious activity that bypasses perimeter controls. - GDl ‘
Slae
— i . 5 lelap - HMI &
Detect anomalous activity o e apas [ Gl
— Improve incident response through better data [ couectors
— INSM can provide insight into east-west network traffic, which o t%
. . . Slap
can help provide a more comprehensive picture of an attack. | LEVEL1 | %ﬁ
. . . Basi 1 _
~ The INSM process consists of three stages: collection, detection, Conirol R conreon 2SS T
and analysis.
* The Federal Energy Regulatory Commission (FERC) proposed the _LeveLo [ E %
new INSM requirements in 2023. The standards will apply to all high- Proceas CENSORS  ACTURTORS SNooRS  ACTUATORS
impact and medium-impact bulk electric system (BES) cyber systems REMOTE SITE LOCAL PLANT

with external routable connectivity
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- Threat Hunt on Site for BESS

. .
| .
Malcolm (remote)

- What is it? <
. . S

— Network analysis searching for anomalous D
8

N

S

&2

behaviors
— Look for evidence of threat activity

Switch SPAN Porf ~ >ensor

or Network TAP

« What is it for? e P & @

Local Zeek Logs

— Operational systems: look for threat activity in e ¥
live systems

— Commissioned systems: verify all is as -
expected for newly commissioned systems, no Outcomes: reconfiguration,

unexpected external connectivity foenr;itgf:é'%gs;;g:;‘ésr:?” risk,

* Time Commitment
— 1-2 site visits from INL SMEs
— At least 2 weeks of data collected
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Cyber Physical Resilience —
Solutions

Solutions and Discussion

IDAHO NATIONAL LABORATORY



I Strategy....

fad A A

USE THE DATA WE HAVE MANAGE THE EXTERNAL ASSUME THE PRODUCT

BETTER VARIABLES BETTER IS INSECURE
MODEL THE FAILURE & SOFTWARE & COMMS ENGINEER BETTER
LIMIT THE RESPONSE THINGS

CONSEQUENCES

IDAHO NATIONAL LABORATORY



-What do we need to secure, and how can we do It

We need the ability to manage and prioritize trusted systems, with redundancy
and dependency... all while cleaning up the world

Cyber Informed Engineering (System or
Systems

IDAHO NATIONAL LABORATORY



Il Cyber-Informed Engineering (CIE)

 CIE uses design decisions and engineering
controls to eliminate or mitigate avenues for
cyber-enabled attack.

 CIE offers the opportunity to use engineering to
eliminate specific harmful consequences
throughout the design and operation lifecycle,
rather than add cybersecurity controls after the

fact.

NATIONAL

MARCH 2023

Focused on engineers and
technicians, CIE provides a
framework for cyber
education, awareness, and
accountability.

CIE aims to engender a
culture of security aligned
with the existing industry
safety culture.

U.S. DEPARTMENT OF Office of
ENERGY Cybersecurity, Energy Security,
and Emergency Response

National Cyber-Informed
Engineering Strategy

from the U.S. Department of Energy
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I Key Premises of the CIE Strategy

Today’s risk landscape calls for systems that are engineered to continue operating critical
[5 functions while faced with increasingly severe and sophisticated cyber attacks from intelligent,
determined adversaries.

o While specialized IT and OT cybersecurity experts bring strong skills, many engineers and
!.D@ technicians who design and operate control systems with digital components currently lack
N sufficient cybersecurity education and training to adequately address the risk of cyber-enabled
sabotage, exploitation, failure, and misuse in the design, development, and operational lifecycle.

Accelerating industry’s adoption of a culture of cybersecurity by design—complementing
[% industry’s strong culture of safety—offers the ability to maintain secure design even as systems
evolve and grow in functionality.

CIE offers an opportunity to reduce risk across the entire device or system lifecycle, starting

R4 from the earliest possible phase of design.
Y7 ' Early in the design phase is often the most optimal time to achieve low cost and effective
cybersecurity, compared to solutions introduced late in the engineering lifecycle.
| —

IDAHO NATIONAL LABORATORY




maximize benefit — pull the plug

A

What is the
purpose of the
proposed system

How does it support the
org

What sys processes exist
for this function

What will happens if it
does not perform its
purpose

What are the
mission critical
functions it must
perform

What aspects of the
CONOPS enable the
functions

What needs does it
address in the system
and how does it do that?

@

Success Metrics

Net zero targets
Cost reduction
Improve security

I Designing out the most consequential features, to

A

What
Consequences
from unexpected
operations

Impact to delivery, safety,
security, the
environment, property,
financials, or corporate
reputation

What happens if multiple
consequences at once

IDAHO NATIONAL LABORATORY



B CIE Principles

Consequence-Focused Design

Engineered Controls

Secure Information Architecture
Design Simplification

Resilient Layered Defenses
Active Defense

Interdependency Evaluation
Digital Asset Awareness

Cyber-Secure Supply Chain Controls

Planned Resilience

Engineering Information Control

Cybersecurity Culture

How do | understand what critical functions my system must ensure and the undesired
consequences it must prevent?

How do | implement controls to reduce avenues for attack or the damage which could
result?

How do | prevent undesired manipulation of important data?

How do | determine what features of my system are not absolutely necessary?

How do | create the best compilation of system defenses?
How do | proactively prepare to defend my system from any threat?

How do | understand where my system can impact others or be impacted by others?

How do | understand where digital assets are used, what functions they are capable
of, and our assumptions about how they work?

How do | ensure my providers deliver the security we need?

How do | turn “what ifs” into “even ifs”?

How do | manage knowledge about my system? How do | keep it out of the wrong
hands?

How do | ensure that everyone performs their role aligned with our security goals?

IDAHO NATIONAL LABORATORY



Jlll Consequence-Focused Design

How do | understand what critical functions my system must ensure and the undesired

conseguences it must prevent?

* What Is the normal operation?

- What is the worst it could be? |
N yd
(]

System |
Integrity

IDAHO NATIONAL LABORATOBY.

Attack
Breadth

* What are the system’s critical
functions?

* What i1s my risk appetite?



Jl Design Simplification

How do | determine what features of my system are not absolutely necessary?

* Are all of the elements of my design actually required?
 How do | reduce complication?

° What do I Iose by Sim pl ifying? (a) Origirfal design (b) Revised design (c) Final design

-\

Assembly using One-piece base & Design for push-
common fasteners elimination of and-snap
fasteners assembly

Image from: http://www.slideshare.net/BabasabPatil/product-design-ppt-doms

IDAHO NATIONAL LABORATQBY.



I Resilience Planning

How do | turn “what ifs” into “even ifs’?

Routine
situation

s

P

SN

operati ’ Recovery
‘ % Escalation

/ N
“

Surprise
IDAHO NATIONAL LABORATORY

Latent hazard

Facing hazard

Facing threat

Unpredictable
situation

https://upload.wikimedia.org/wikipedia/commons/9/9c/Resilience_model.png




I Engineering Information Control

How do | manage knowledge about my system? How do | keep it out of the wrong hands?

. information should we protect?
. has and should have it? THEY TAKE
. do we protect it?

TURN IT
AGAINST US

IDAHO NATIONAL LABORATQRBY.




- Engineering Controls Example: Transformer Sensing
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Jlll Solutions 2: Cloud Security
Data Management & Cloud: DERMS + the Cloud

OT is managed by Transmission provider
— They have IT but no OT

- Many customers buying behind IT Small Distribution Utility G&T
the meter resources

Small utility <50K customers

OPERATIONAL CONTROL

Need a way to manage the data and
make decisions on interconnection

DERMS! -I[|CSaaS in the Cloud

g DER ) ( gn Home Customers

— Communicates through FAN OT
~ IsitOT or IT? Is it Shadow OT? @ DR ) (g DR ) (g DER
- Shadow OT? & DER ) (g DER DERMS/ SHADOW OT
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- Solutions for Data Security: Cirrus Tool Rapid Development

and Deployment
https://inl.gov/cirrus/

K ool

Framework for Utility
Cloud Migration

for entities to assess their grid

. . White Paper xplore cloud integration an
modernization deployment i e
: Welcome to
strategy in the cloud JANUARY 2024
| - C/IRRUS
 Test against use cases and CAOIRRUS
partner users i Bt
Of | m \fﬁuho Nélionuucboro?ory
deployment plans. ..
 |AB (30+ attendees) — EEI Schneider r
. PElectric CLAROTY
bimonthly (short) 3 aWS ) ’ -
_ smarfer , UNITED
» COP — bimonthly (15 — 20 Google Cloud gridsoiiions ~ NISC ~ POWER
attendees) @ . GE VERNOva 2 Alabama Power FE-ISAC
- Users — 6 demonstration, move N - FCAMUS —
to licensing model "Ilﬁ' NN 2z
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Jlll Consequence Driven Cloud Decision Framework for
Small/Medium Utilities

Tailored to
Cost/Benefit at every j@ stakeholder user and
layer of analysis type — critical
functions

Applicable to
emerging use cases
in grid and digital
modernization

Forward looking

Enable ability to
Repeatable unlock potential
modernization paths

Cyber Informed Explainable

Develop & Test a consequence driven decision support framework for entities to
assess their grid modernization deployment strategy in the cloud

IDAHO NATIONAL LABORATORY



Solutions 3: Methods for Assessing Appropriate Data
Security Parameters

IDAHO NATIONAL LABORATORY



Results Visualization: Plotting Data Fields Impact vs
- Visibility for Comparison — National Baseline set with

SME scoring ~ Aggregate Use Cases

Study - Full
- .
80% _ Substatlon Use Case 2-
. no make/model
70% Person Drivingto  Interconnection Study
asubstaton - Redacted
o
153
2 50% R
E
Substation Use Case 1-
4% " noprotection or meter
data
30%
. Hosting
20% Capacity-CA
" Hosting paclty
B = Capacity - AZ
100% ~ Protection Settings and e Make/Model of All Equipment

Specific AccesS and Handling
(Passwords, user Regisiration).. s s - - -~ - o 100

~ Conflguratlon

o '
80%

Personnel information Work Scope/Construction Visibility
' Plans
% 1O be Discussed CapTitagBanks and VR
Ratlng/Agekapoum
Cyber-Physical Communic 7 Physical Security

60% equipment/Information lnformatlon/Penmeter/
S
S 50% e o mm m mm mm mm m — — — — ___mlpment.meagn.(Agnohqwanunt)______¢
E Geographical Positioning

0% Spare Power Trﬁsfunk

Open conductortypes _ To be Discussed

30% . Transformer/S
Available Ral EﬂaL?for
20% Expansion/Modernization

Design Conflguratlon Surrounding.

10% e
Smart meter/load aggregate data Smart meter/load data short Transform%r/Subﬁatlon S Number of Distribution Feeders
0% long term individual ERecy
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Visibility
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Jll Solutions (4) Secure Sensing and Control for Cyber:
Binary Armor

Protective Relay Permissive Communications - Constrained Communications Cyber Device
(C3D) is an impenetrable last line of defense against cyberthreats aimed at essential
electrical grid hardware

INL's C3D was deployed with a protective
relay to CITRC to demonstrate to utilities it's | |
effectiveness at filtering malicious commands | |

—
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I Conclusions

The industrial change is here

— But our cybersecurity practices
are not

Really need different disciplines to
work together in technical spaces,
and translate languages

Pulling the cyber plug versus the grid
plug

Design it right, secure around the
problems

IDAHO NATIONAL LABORATORY
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https://inl.gov/national-security/csdet/
https://inl.gov/national-security/csdet/
http://www.inl.gov/cie
mailto:CIE@inl.gov
mailto:Emma.stewart@inl.gov
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Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy.
INL is the nation’s center for nuclear energy research and development, and also performs research
in each of DOE’s strategic goal areas: energy, national security, science and the environment.
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